Eli’'s Cyber Resources

Learning/Training

e TryHackMe
o https://tryhackme.com/
e Let’s Defend
o https://letsdefend.io/
e HackTheBox
o https://www.hackthebox.com/
e  VulnHub
o https://www.vulnhub.com/series/
e HackerOne/Hacker101 (Web Security/BugBounty)
o https://www.hackerone.com/hackers/hacker101
e Portswigger Web Academy (Web Security)
o https://portswigger.net/users
e TCM Security Academy
o https://academy.tcm-sec.com/
e Exploit Education (Exploit Development/Memory Security)
o http://exploit.education/
e QOverTheWire (Linux/Bash/Networking)
o https://overthewire.org/wargames/
e UnderTheWire (Windows/Powershell)
o https://underthewire.tech/
e OpenSecurityTraining
o https://p.ost2.fyi/login?next=/dashboard
e Nightmare (Advanced Exploit Development)
o https://guyinatuxedo.github.io/

Social Media
e Reddit:
o r/netsec

o r/netsecstudents

o r/blueteamsec
o Twitter:

o https://twitter.com/i/lists/1253517962272743424

o https://twitter.com/i/lists/1253742843727876099
e Discord:

o https://discord.gg/eb9WBucN

o https://discord.gg/hackthebox

o https://discord.gg/nAdP2UMS
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Media

e Email
o Securibee
= https://securib.ee/

e RSS
o TheHackerNews
= https://feeds.feedburner.com/TheHackersNews?format=xml
o NewsMinimalist (General but Useful)
= https://rss.beehiiv.com/feeds/4aF2pGVAEN.xml

e Podcasts

o https://dayzerosec.com/
e  YouTube
https://www.youtube.com/@LiveOverflow
https://www.youtube.com/@ JohnHammond
https://www.youtube.com/@Hacksplained
https://www.youtube.com/@RanaKhalil101
https://www.youtube.com/@NetworkChuck
https://www.youtube.com/@ippsec
https://www.youtube.com/c/InsiderPhD
https://www.youtube.com/c/PwnFunction
https://www.youtube.com/c/farahhawa
https://www.youtube.com/channel/UCEeuul0g7C8Zs5C8rc4REFQ
https://www.youtube.com/channel/UCARsgS1stRbRgh99E63Q3ng
https://www.youtube.com/c/pinkdraconian
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